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delivering best-in-class, secure 802.11ac wireless 
access to passengers and crew

high 
flying wi-fi

always connected
Today, a new and rising generation of travelers, what Aruba 
Networks calls #GenMobile, are flying the skies. They are 
a flexible, transparent, and collaborative generation with a 
preference for mobility, and a penchant for creativity and 
what’s new. #GenMobile users want airports and planes alike 
to provide uninterrupted Wi-Fi connectivity. Their wallets are 
driven by the desire to always be connected, and business 
models that fail to cater to them will slowly crumble. 

#GenMobile consumers are driving transportation IT spending. 
According to Gartner, the demand for passenger convenience, 
smart transportation solutions, and mobile technologies will 
increase IT budgets up to 10% through 2018.1 Catering to 
these users requires new transportation infrastructure that 
incorporates information and communications technology that 
enhances the mobile passenger experience.

Concurrent with the demand for mobile connectivity, low-
cost airline carriers have increased pricing pressure, driving 
airlines to employ Wi-Fi to reduce expenses and to provide 
a more compelling experience for their passengers. For 
example, Wi-Fi is being leveraged for applications as diverse 
as baggage handling and tracking, mobile credit card readers, 
and tablets containing pilots’ mapping and flight operations 
information. Some airlines are even jettisoning heavy, fixed 

#GenMobile are driving 
transportation IT spending.
in-seat entertainment displays and in-flight magazines in favor 
of streaming content over Wi-Fi to passenger-owned devices.2 
This phenomenon of Bringing Your Own Device (BYOD) 
is proliferating at the same speed as the growth of Smart 
Devices in the so called “Internet of Things.” BYOD on aircraft 
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iot 

is a natural extension of our connected, terrestrial lives with 
airlines now offering a plethora of viewing content, as well as 
high-speed air-to-ground connections.

Focusing specifically on in-flight systems, the expectation 
among #GenMobile travelers is that communication 

From an operational point of view, an in-flight Wi-Fi network 
has to integrate into a commercial aircraft’s operating 
environment and work-flow. Since most maintenance 
personnel are not IT experts, the Wi-Fi network needs 
to incorporate easy to use diagnostic tools that quickly 
identify problems to root cause. Access Points need 
to be packaged to be rugged; designed to survive in a 
commercial aircraft environment, yet lightweight, low-
power, and small in size. These requirements mean 
operating using airborne 115VAC, 360-800Hz power and 
meeting DO-160 requirements for environmental and EMI. 
Further, they need to operate robustly and reliably across 
a broad spectrum of altitude, overpressure, temperature, 
humidity, shock, and vibration conditions. 

total connected devices
billions of units (installed bases)

Taken together, it’s clear that meeting the 
needs of #GenMobile passengers requires 
much more than just a repackaged run-of-
the-mill Wi-Fi solution.  

networking environment. A single Wi-Fi access point might 
need to connect to more than 100 client devices, ranging 
from first generation smart phones to the latest two stream 
802.11ac laptops and tablets. The Wi-Fi network has to 
ensure that every device connects successfully, and that 
old-and-slow devices don’t impact the performance of new-
and-speedy ones, a common issue in Wi-Fi networks. 

Security is another hurdle. The storage of sensitive personal 
and corporate data on mobile devices makes them an 
attractive target, and a long flight gives an attacker ample 
time to explore and exploit vulnerabilities. Gaining access 
to a plane’s network could also wreak havoc on the travel 
experience and undermine passengers’ confidence in the 

services, and the quality of 
those services, should be 
no different in the air than 
they are on the ground. 
Always-on Wi-Fi in densely 
packed planes, coupled with 
the bandwidth demands of 
serving multiple channels of 
wireless multimedia audio 
and video simultaneously, 
make for a very challenging 

airline. In the case of government aircraft, a network breach 
could potentially jeopardize national security. The need 
for and importance of protecting the integrity of a plane’s 
networking infrastructure requires more than the average 
Wi-Fi solution can deliver.
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Taken together, it’s clear that meeting the needs of 
#GenMobile passengers requires much more than just 
a repackaged run-of-the-mill Wi-Fi solution. That’s why 
Telefonix PDT and Aruba Networks collaborated to bring the 
Cabin ACe™ 802.11ac Wireless Access Point (WAP) to the 
commercial aircraft market.

The Cabin ACe WAP is a new, ultra-fast data Wi-Fi 
communications device designed specifically for aircraft 
environments. Incorporating Aruba Networks’ class-leading 
Instant 802.11ac Access Points, the Cabin ACe WAP 
delivers 1.3 Gbps in the 5GHz band - three-times faster 
throughput than last-generation 802.11n access points - while 
maintaining compatibility with older 802.11a/b/g devices.  

Standards-based 802.11ac beam forming and band 
steering enable the Cabin ACe WAP to create the best 
possible RF path to every device. Beam forming delivers 
a stronger signal to clients – more bars – to improve 
the client’s connection rate. This involves a continuous 
interchange of information between the wireless client 
and the Cabin ACe WAP which maximizes the client’s 
receive signal by directing energy to a client’s exact 
location. Just about every 802.11ac device - including the 
Samsung Galaxy S4, MacBook Pros and MacBook Airs - 
support beam forming, so passengers and crew alike can 
immediately benefit from this feature.

The high throughput of 802.11ac, and precise signaling 
of beam forming are supplemented by two additional 
features tailored to multimedia traffic. The Cabin ACe WAP 
automatically prioritizes voice and video traffic to reduce 
delay and jitter, and it incorporates a very wide dynamic 
transmit power range for reliable in-cabin operation in the 
presence of metal and RF reflections. The combination of 

these features makes the Cabin ACe WAP ideal for in-flight 
entertainment and connectivity (IFEC) applications. 

Connecting passengers and cabin crews to the aircraft’s 
network presents a new paradigm in aviation that is 
prompting a real focus on cyber security. While adding to the 
overall passenger experience and to the airline’s operating 
efficiencies with real time data, protecting the integrity and 
security of the airplane’s Wi-Fi network and user’s data is of 
paramount importance to airlines. 

Nothing brings this point home more than when it was 
reported that Chris Roberts, a self-proclaimed cyber security 
expert announced (or tweeted) that he had hacked an IFE 
system on a flight he was on. According to reports, Roberts 
claimed to have compromised the aircraft network via the 
IFE system, overwriting code and sending commands to 
the aircraft’s thrust management computer, thereby issuing 
“climb” commands in conjunction with asymmetric thrust 
values, which cause lateral movement of the plane in flight. 
While the authenticity and impact of this event is being 
investigated by federal law enforcement and operators, it 
nevertheless underscores the importance of securing the 
aircraft network, and provisioning the enabling equipment with 
the latest, state-of-the-art security features and protocols. 

safe & sound

Connecting passengers 
and cabin crew to the 
aircraft’s network 
presents a new paradigm 
in aviation that is 
prompting a real focus 
on cyber security.
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The Cabin ACe WAP incorporates a broad suite of industry-
leading security features for this purpose. Security features include:

• Strong authentication and encryption to protect data and 
the network

• Integrated firewall that supervises the behavior of devices, 
users, and applications

• Access Control Lists
• Wireless intrusion detection to detect breaches without 

the need for a separate RF monitoring sensor
• Rogue detection and classification
• Signature attack detection
• Protection from ARP attacks
• Wireless containment 
• Restriction of access thru an uplink switch to the plane network
• OS fingerprinting for outdated and unexpected OSs

Authentication and encryption enable one common network to 
handle both open passenger access and secure crew access 
to their business applications. The firewall complements these 
services by using identity-based controls to create distinct 
virtual networks for different users – passengers, pilots, 
crew, maintenance engineers, and gate personnel - without 
recourse to separate VLANs, greatly simplifying network 
management. The firewall enforces application-layer security, 
prioritization, traffic forwarding, and network performance 
policies. Policies control access to the network and the 
performance thresholds of applications. The firewall also 
recognizes flows in a network and keeps track of the state of 
sessions; associated logs can be stored on a Telefonix PDT 
Cabin PinnacleTM server.

Wireless intrusion detection can automatically raise an 
alert or contain access if someone makes an unauthorized 
attempt to penetrate the wireless network. This feature 
protects both passengers and the plane’s network from 
surreptitious attack over Wi-Fi.

Rogue detection and classification creates an alert if someone 
attempts to run an unauthorized Wi-Fi network on the plane 
in an effort to lure passenger to connect to a false SSID 
and reveal their credentials. Signature attack detection and 
protection from Address Resolution Protocol (ARP) attacks 
round out the basic security features of the product.

The Cabin ACe WAP also has the ability to fingerprint 
Operating Systems (OSs) in use, and can block outdated and 
unexpected OSs. This feature is useful if there is a concern 
about pilots or maintenance personnel using unauthorized 
devices to access the network.

The extensive security features of the Cabin ACe WAP are 
complemented by an equally extensive set of operations-
oriented features that simplify installation, maintenance, 
and troubleshooting. The physical construction and I/O of 
the Cabin ACe WAP make it extraordinarily adaptable to a 
wide range of mounting and deployment scenarios. These 
features include:

• ARINC 836 modular rack design
• Mil-Circular and Quadrax connectors for power/signal and 

Ethernet 
• Connectors per ARINC 628 with 4x configuration pins 
• Ethernet bypass allows for data pass-thru in the event of a 

failed Cabin ACe WAP installed in a daisy-chain configuration
• Redundant Power supply for bypass control and 

supervisory microcontroller board   
• Static IP strapping via 4x input signals on J2 connector
• Qualified to DO-160G for environmental and EMI 

specifications
• 115 VAC, 360-800Hz power input with 200msec of hold-up
• Optional 28VDC power supply available

Built to Last

Access Control List rules permit or deny data packets passing 
through the Cabin ACe WAP, including limiting packets and 
bandwidth available to all or just a set of users. Pilots, crew, 
and maintenance personnel can be given preferential access 
based on the service or application, as well as the source or 
destination IP addresses. Inbound and outbound firewall rules 
explicitly allow or block the network traffic that matches the 
criteria in the rule, i.e., one can explicitly block traffic to a list 
of known offensive addresses. Uplink controls protect both the 
network switch and the remainder of the plane network from 
unauthorized access over Wi-Fi.
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The versatile design of the Cabin ACe WAP allows a 
single device to serve multiple functions: wireless access, 
intrusion detection, and RF spectrum analysis. Using a 

RF spectrum and, using an internal library of noise sources, 
identify on the built-in user interface both the source of 
interference and its impact on available Wi-Fi bandwidth. This 

Conclusion

Overall, utilization of Cabin ACe WAPs 
creates a win for operators - less 
equipment to buy, less weight to fly, 
lower maintenance costs.
single device for all three functions reduces system weight, 
requires less cabling and power, and increases the system 
mean time between failure. In smaller aircraft a single 
Cabin ACe WAP will suffice for all in-cabin services.

Every Cabin ACe WAP incorporates an on-board controller that 
manages device operation and communicates with adjacent 
Cabin ACe units to form a larger network. In larger aircraft 
with multiple Cabin ACe WAPs, one unit will act as a master 
controller that synchronizes the behavior of the units, all of 
which maintain a stateful list of system status. In the event 
the master controller fails, one of the other Cabin ACe WAPs 
will automatically and instantaneously assume control. The 
remaining functional units will increase RF power to fill in the 
coverage gap, and will load share traffic. This high-availability, 
self-healing design ensures the highest uptime in the event of a 
system fault, and addresses the operational problems caused 
by failures in less sophisticated wireless networks.

Should a wireless interference source disrupt network access, 
the Cabin ACe WAP’s over-the-air spectrum analyzer and 
interference identification library can help maintenance 
personnel quickly identify the source to root cause. In the 
spectrum analyzer mode, the Cabin ACe WAP will scan the 

feature does away with the 
need for expensive external 
spectrum analyzers and 
can save countless hours of 
difficult root cause analysis.

The built-in user interface 
provides an exhaustive window 
into the status of the wireless 
devices, Cabin ACe WAP’s 
RF environment, security and 

firewall settings, and maintenance services. The user interface is 
accessible to authorized personnel over the Wi-Fi network and 
does away with the need for pricey custom management tools.

#GenMobile travelers have high expectations, and the Cabin 
ACe WAP lets you connect with them reliably, securely, and at 
ever increasing fast speeds. Crew and maintenance personnel 
benefit too by having secure access to critical applications and 
tools over the same commonly shared network.  

Cabin ACe WAP reduces airlines’ expenses by allowing 
personally-owned devices to be used for in-flight 
entertainment, integrating Wi-Fi access/security/maintenance 
tools into a single platform, and by sharing one common Wi-Fi 
network between passengers, crew, maintenance engineers, 
and gate staff.  Overall, utilization of Cabin ACe WAPs creates 
a win for operators - less equipment to buy, less weight to fly, 
lower maintenance costs.

To find out more about the Cabin ACe WAP, please contact 
Telefonix PDT at www.telefonixinc.com/pdt.html.
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